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CISA’s Cyber QSMO is the single 
shared service office for managing 
cybersecurity solutions for the U.S. 

Government and potentially beyond.

WHO WE ARE WHAT WE DO

We centralize, standardize, and offer 
high-quality cybersecurity services and 

capabilities to our customers, and 
provide integration and adoption support.

THE VALUE WE PROVIDE

Our efforts to standardize and automate 
processes and data collection ultimately 

work to reduce operations and 
maintenance costs for customers

Cyber QSMO
A trusted advisor for cybersecurity service strategy and management

Overview
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Using customer insights to drive value
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Service Development Service
Implementation

Service
Management

Service 
Evaluation

Customer insights help 
identify service 
improvements or service end 
of life

Conducting methodological due 
diligence about customer needs 
saves time later:

Strategic communications fueled 
by customer insights ensure
agencies receive the right 
support and information

Customer experience metrics can 
be collected early and can be 
leading indicators for overall 
mission impactWho are our customers?

What do they need?
Why now? Who is using the service the why? Is it what we expected?

What is working about the service? 
What are the pain points?
What improvements would make it work better for people?

Asking key questions and collecting customer data throughout the process, enhances CISA’s ability to provide value to agencies



Current Cyber QSMO Services

o Tracks reported vulnerabilities, links reports by reporter and 
vulnerability type, and delivers metrics

o Minimizes costs for agencies and the federal government 
while reducing burdens associated with VDP operations while 
facilitating and automating BOD 20-01 Reporting

o Enables visibility on agency disclosed vulnerabilities
o Supports vulnerability information sharing and response 

activities

o Enhanced DNS resolver protects internet traffic from malicious 
domains while allowing support for newer, encrypted DNS 
protocols and wider variety of threat intelligence integration

o Enables greater asset coverage beyond traditional network 
perimeters – easier integration with cloud and mobile devices

o Web based platform delivers real-time updates, data analytics, 
and management of organization-specific filters

o Increases visibility into patterns and trends, enabling 
enhanced protection and the facilitation of incident 
response activities

o Enhances insight into how cyber threats utilize DNS to 
cause harm  

o Facilitates threat correlation and automated downstream 
defensive actions

o Designed to improve enterprise-wide visibility into cyber 
vulnerabilities, incident discovery, and information sharing 
within the Federal Civilian Executive Branch (FCEB), and to 
provide agencies with intelligence-led, expert-driven, 24x7 
threat detection, hunting, and incident response services

o Provides standards-based security operations services to 
FCEB

o Enables consolidated service performance metrics based 
on service provider service level agreements (SLAs) and 
quarterly reports 

Service Capabilities Delivered How QSMO Supports CISA Missions

Vulnerability 
Disclosure 
Platform (VDP)

Protective 
Domain Name 
System (DNS) 
Resolver

Security 
Operations 
Services (SOC)

Presenter Notes
Presentation Notes
Current Cyber QSMO services are delivering a range of benefits to department/agency customers directly while enabling CISA’s broader mission and specific program benefits.
For example, the Vulnerability Disclosure Platform offers direct benefits to the Vulnerability Management program, providing a curated list of vulnerabilities. We will give superuser access to members of the VM team to give them broad visibility into vulnerabilities across the FCEB.
We can share all the data we gather through VDP, pDNS, and SOC with the appropriate mission programs at CISA, building up a collective, shared knowledge of our customers.
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What’s Next:

CISA Cybersecurity Shared Services Marketplace



Cyber Marketplace
Shopper Experience
[landing page design]



Cyber Marketplace
Shopper Experience
[landing page design]



Cyber Marketplace
Shopper Experience
[catalog design]



Cyber Marketplace
Shopper Experience
[service page design]
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More information:
CISA Website
https://www.cisa.gov/

Cyber QSMO Website
https://www.cisa.gov/cyber-qsmo

Contact us:
QSMO@cisa.dhs.gov
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