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History

2005 The Texas Legislature initiated the Texas Data Center Services (DCS) program
to offer mainframe, server, and bulk print and mail to state agencies.

The goals of this program were to:

.Consolldate Reduce statewide Modernize Increase. security
disparate legacy and disaster

agency facilities

costs for services aging equipment recovery capability
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The Journey to Get There: What a Ride

Annual Third-party Customer Satisfaction Survey Results
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Service Level Agreement (SLA) Performance: 13 Months
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Customer Overall Satisfaction: 13 Months

Overall Satisfaction Rating (All Customers) - Full Scale

50

100% 100% 97% 100% 100% 100% 100% 97% 98% 100% 100% 100% 100%  Total of
Acceptable /
Good / Excellent

o]
=]

Count of Overall Score by Rating
[
[=1

10

0
iy & %
é‘lﬂ Q{]r A{P
w e ]
. 1 Immediate Corrective Action 2 Needs Improvement l 3 Acceptable i . 5 Excellent

Q3 Average: 99.33% FY25 Average: 99.2%




So...Where Are We Now?

From consolidating Volume pricing discounts
hardware and support, and state-of-the-art

to Shared Technology technology, providing the
Services providing highest cybersecurity and
IT-as-a-Service, with: disaster recovery.




STS Delivers Value for the State

Secure. Reliable. Cost-effective. Modern.
DIR's STS program is a portfolio of managed IT services that Texas government organizations can use to
accelerate their service delivery in a reliable, modern, and secure manner. STS offers:

° A standardized approach Peace of mind with robust ay, Digital transformation
() to ensure no corners are cut @ security protocols to keep V. A with modern technology
°—° (\ 4

by cash or time obstacles. state information systems safe. at accessible prices.

Considerations

> STS mitigates security risks, maximizes
» Ransomware attacks grew 150% in 2020 causing an average of 8

days of downtime for affected entities at a cost of $21 billion. taxpayer dollars, and prepares Texas for
* Legacy systems are driving technology debt for the state and :

Croating more risk the future, allowing our customers to focus
« Digital transformation at the state level is being demanded by on their mission to serve their customers.

constituents as the need for online services grows.




STS Vision

Excellent
Value

STS strives to provide
excellent value for taxpayer
dollars in terms of the variety
of robust services, security
protocols, and industry-leading
providers supplied.

Technology solutions that
were once feasible only for
large organizations with
significant budgets are now
available to DIR customers of
all sizes and budgets.

Minimize
Risk

To minimize risk and ensure
the highest quality, best-in-
class vendors provide each
service, incorporating leading
industry standards and proven
best practices in an innovative,
flexible, and agile manner.

Maximize
Volume

STS harnesses the collective
size and volume of Texas
government to make
enterprise class, best-in-
industry technology services
(once only feasible for

very large organizations)
attainable for even the
smallest state agency.

Industry
Best

When agencies handle their
own IT operations, they get
the best that their IT team can
offer and the best that their
funding can support. Through
STS, state agencies receive the
best the entire industry—and
Texas—has to offer.




STS

Technology-as-a-Service




DIR Overview

IT Procurement
and Contracting

Shared
Technology

Cybersecurity =
Y ¥ Services

Communications

Technology Data
Services Management

Technology
Leadership Texas.gov



STS Model

Multi-sourcing Services Integrator (MSI)

« Marketplace * Business management * Customer relationship
« Service management * Operations management Management

/ Data Center \ 4 Texas.gov ) / Managed \ [ Digital \ Open

Services Security Services Identity Data Portal
* Texas Private Cloud * Payment » Device Monitoring » Texas Digital « Official state
* Public Cloud Manager pro.cessmg * Incident Response Identity Solution: repository
» Mainframe Services * Digital « Assessments Multi-factor of publicly
« Technology Solution government authentication available
Services solutions « |dentity access electronic data
* Print, Mail, and * Texas by Texas management
Digitization (TXT.) Digital assessments
. : Assistant
\-Securlty operations / \ / \ / \ J




STS: Data Center Services

Multi-sourcing Services Integrator (MSI)

« Marketplace * Business management « Customer relationship
« Service management * Operations management management

* Privileged access DCS Security Operations | . Active threat identification
* Policies and standards SAIC « Security incident and event management

» Technology planning Technology Solution Services (TSS) » Solution consulting
* Reference architecture * Project delivery

/Application Services\ / Private Cloud \ /Public Cloud Manager\ 4 Mainframe Y4 Print Mail )

Deloitte Atos Rackspace Atos Xerox

Application development « Managed Server AWS,* Azure, Google + Managed * Managed Print
Application maintenance Compute Managed Cloud Services Mainframe and Mail
Legacy modernization « Managed local/wide Email 0365 Services + Digitization
Staff augmentation area network Geographic information * Document
(LAN/WAN) systems management

k Data Center Facilitiesj \ j \ \ system )
= IR *AWS: Amazon Web Services




STS: Texas.gov

Multi-sourcing Services Integrator (MSI)

» Marketplace * Business management « Customer relationship
* Service management < Operations management management

Texas.gov Services
Deloitte

Texas.gov Payment
First Data Merchant

. Services: Fiserv
 Constituent payment portal

* Texas by Texas (TXT) D|g|tal teXaS.gOV ° Payment processing
Assistant

* Payment card industry (PCI)
* Identity solutions

y >0 compliance
« Statewide internet portal

) . « State accounting system
 Marketing and advertising integration




STS: Managed Security Services

Multi-sourcing Services Integrator (MSI)

* Marketplace * Business management » Customer relationship
* Service management . Qperations management management

Security Monitoring and Incident Response Compliance & Risk
Device Management SAIC SAIC
SAIC

* Endpoint device management * Incident response and  Controlled penetration

* Intrusion detection/prevention resolution testing

» Malware detection/prevention » Digital forensics * Vulnerability assessments

* Managed firewalls » Response preparedness * Security risk assessments

» Security operations centers » Web application
vulnerability scanning




STS Governance
Owner/Operator Model




The Problem

A legislative mandate to use Shared Technology Services solved state leadership’s
oversight problem while creating opportunities for improvement and cost savings.

However, these legislative requirements prompted new problems:

How do customers retain
control and a voice in
program decisions that

affect them?

How does Texas present
itself as a single customer
to the market?




STS Governance

STS governance is based on an ap

iIn which DIR customers actively wor
with all service providers to resolve loca
Issues specific to the customer and to

oroach

< directly
operational

participate

In committees to address enterprise matters.




STS Governance Framework

The STS Model:

Involves customers at all levels
Establishes a representational model
Is designed to resolve issues and make strategic decisions

Provides single customer voice to vendors

Drives to consensus-based decisions with escalation paths




STS Governance Framework

Business Executive Leadership Committee

IT Leadership Committee

Security
Solution Group

Texas.gov Private Cloud/Mainframe Public Cloud
Solution Group Solution Group Solution Group
TX.gov Service Delivery Private Cloud Service Delivery Public Cloud Service Delivery MSS Service Delivery
TX.gov Technology Private Cloud Technology Public Cloud Technology Security Operations SD
TX.gov Issues Private Cloud Issues Public Cloud Issues Baseline Controls
Network Service Delivery Security Technology

Security Issues

Geographic Information Systems Contracts and Finance Technology Solution Print/Mail/Digitization
(GIS) Solution Group Solution Group Services Solution Group User Group

GIS Service Delivery Finance/Invoice Service Delivery Technology Planning Print/Mail Service Delivery
GIS Technology Planning Finance Technology Solution Serw_ces Print/Mail Technology
GIS Issues Finance/Contract Issues App. Dev./Maintenance Print/Mail Issues

Staff Augmentation




Operational
Governance Model

Operational excellence:
Be right. Be fast.




The Problem

=~ The contract is signed...now what?

T How does DIR coordinate operational decisions and
m actions that are needed to manage our programs?

_zv How do we do that swiftly and accurately?




The Solution: Operational Governance Framework

Resolve Align Gain Provide
Resolve issues Align all DIR Gain consensus within Provide insight and
requiring leadership stakeholders to DIR when an operation, transparency into STS
decision making. present cohesive transition, financial, legal, program operations.
leadership to our security, data privacy, or
vendors and customers. contractual decision

needs to be made.




STS: Operational Governance

— Executive Leadership Team (ELT)

Operational Governance Authority (OGA)

Chief Technology Officer
> Chief Procurement Officer
Chief Operations Officer
Chief Information Security Officer
Chief Financial Officer

K Chief Risk Officer /

Operational Governance Board (OGB)

/Chief Technology\ /Chief Procurement\ /Chief Operations\ 4 Chief Financial ) /Office of the Chief\ 4 DIR Advisory )
Office Office Office Office Information (Non-voting)
, Security Officer
Director of Director of Director of Director of General Counsel
Digital Transformation STS Contract Vendor Management Shared Services Deputy CISO, Customer Engagement

k j \ Management j \ j \ Financial Analysis j \ Security Services / \Government Relationsy




Thank You

Transforming How
Texas Government dir.texas.gov | @TexasDIR | #DIRisIT
Serves Texans

Texas Department of Information Resources
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